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1
Decision/action requested

It is proposed to add an annex to 33.819 for capturing thoughts on deployment options for authentication in SNPNs.
2

Detailed proposal

Annex X:
Deployment options for authentication in SNPNs considering different types of NPN credentials 
Depending on whether a standalone NPN (SNPN) involves a AAA server (or simply the AAA server thereafter) in UE authentication, two options of deploying authentication schemes for 5G Core (5GC) for NPN should be considered:  

· SNPN fully uses 5GC with authentication by AUSF/UDM/ARPF (referred to as NPN-without-AAA)

· SNPN involves a AAA server in authentication, which interworks with 5GC NFs (referred to as NPN-with-AAA)

NOTE: The reason of considering for SNPN an AAA server is that most enterprises deploying NPNs may already have AAA servers for authenticating their users. Thus, it may be desirable to allow a NPN to interwork with the AAA server. Further, it allows to illustrate how 5G core can function as an EAP pass-through authenticator without the need of implementing any specific authentication method. The involvement of an AAA server in an SNPN has impact on the role assignment in EAP framework. 

SNPN-without-AAA

The SNPN fully uses 5GC without involving any AAA server to authenticate UEs. This case is equivalent to PLMN in terms of EAP role assignment. More specifically, UE acts as EAP peer, SEAF acts as pass-through authenticator, and AUSF acts as the EAP server (see figure below). Thus, authentication methods supported by this option are implemented by UE and AUSF.  Note that each supported authentication method needs to be selectable by UDM.
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SNPN-with-AAA 

The SNPN uses the AAA server to authenticate UE. In this case, UE and SEAF continue to take the role of EAP peer and pass-through authenticator respectively. However, the role of AUSF is subject to discussion, depending on how it is designed to interwork with the AAA server. More specifically, AUSF may continue to take the role of EAP server, take the role of pass-through authenticator (see figure below), or may not take any role at all. In the case that AUSF does not take the role of EAP server, the AAA server can take such role (see figure below).
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Thus, authentication methods supported by this option are implemented by UE and either by AUSF or the AAA server. In the latter case, the 5G core becomes transparent. However, interfaces must be defined between 5G Core and the AAA server to transport EAP messages, as well as keying materials (e.g., MSK) that might be transported back from the AAA server. 

Types of UE Credentials in SNPN

The types of UE credentials also play important role in both UE authentication and key hierarchy. More specifically, different types of UE credentials often require different authentication methods, which in turn have impact on EAP peer (UE) and EAP server (AUSF or AAA server). Further, different authentication methods also have impact on the key hierarchy. More specifically, it is distinguished between the following 2 credential types.

· a public key-based credential (e.g., certificate-based) allows to establish a root key (e.g., EMSK in EAP-TLS), and 

· a shared secret-based credential often serves as the root key itself, i.e., allowing to derive all subsequent keys from the shared secret (e.g., k in EAP-AKA’).

Based on the requirement from SA1, both 3GPP credentials and non-3GPP credentials should be supported for NPNs. 3GPP credentials are clearly defined in 33.501, which we will refrain from further discussion here. Non-3GPP credentials can be classified as certificate-based and non-certificate-based (see Table below).

	Credential Types in NPNs
	UE credentials in NPNs

	3GPP UE Credentials
	Shared Symmetric Keys

	Non-3GPP UE Credentials
	Certificate-based
	Non-certificate-based


Table 1 Classification of UE Credentials in SNPNs

Combination options of deployment and credential type
The combinations of two deployment options and two credentials types result in four authentication options for SNPNs (see table below). 

	
	NPN-without-AAA
	NPN-with-AAA

	Certificate-based UE Credentials
	Option A.1 

(EAP-TLS)
	Option B.1

	Non-certificate-based UE Credentials
	Option A.2
	Option B.2


Table 2 Authentication Options in SNPN

Remarks to the authentication options in SNPNs

Among them, only Option A.1 is covered by 33.501, Annex B, which provides EAP-TLS as an example authentication method. The root of the key hierarchy is the EMSK established by TLS. 

Option B.1 is suggested to not follow up, since AUSF needs to implement EAP-TLS to support Option A.1 anyway. Thus, this option appears to have only drawbacks without clear benefit as discussed in tdoc S3-190845. 

For non-certificate-based UE credentials (Option A.2. and B.2), there are a number of authentication methods that can be considered. Once the authentication methods supported by NPNs are decided, the key hierarchy can be defined accordingly.

